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Co to jest 
OWASP?

ÅFundacjaȊŀƧƳǳƧŊŎŀǎƛť
badaniaminad
ŎȅōŜǊōŜȊǇƛŜŎȊŜƵǎǘǿŜƳ

ÅPublikujelisty 10 
ƴŀƧǿŀȍƴƛŜƧǎȊȅŎƘȊŀƎǊƻȍŜƵdla
aplikacjiinternetowychƪŀȍŘŜƎƻ
roku

ÅάDƭƻōŀƭƭȅ ǊŜŎƻƎƴƛȊŜŘ ōȅ 
developers as the first step 
ǘƻǿŀǊŘǎ ƳƻǊŜ ǎŜŎǳǊŜ ŎƻŘƛƴƎΦέ

Åhttps://owasp.org/www-
project-top-ten/
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Ewolucja ŎȅōŜǊȊŀƎǊƻȍŜƵdla aplikacji 
internetowych w latach 2017-2021



мΦ ¦ȊȅǎƪŀƴƛŜ ŘƻǎǘťǇǳ Řƻ 
nieautoryzowanych danych 
(brokenaccesscontrol)

ÅtǊȊȅƪƱŀŘƻǿƻΣ ȊǿȅƪƱȅ 
ǳȍȅǘƪƻǿƴƛƪ ƳƻȍŜ ǎƛť 
ȊŀƭƻƎƻǿŀŏ Ƨŀƪƻ ŀŘƳƛƴƛǎǘǊŀǘƻǊ 
ƛ ǿȅƪƻƴŀŏ ŘƻǿƻƭƴŜ ŘȊƛŀƱŀƴƛŀ 
na stronie www.

Åh²!{t ƻǇƛǎǳƧŜ у ǎǇƻǎƻōƽǿ 
ƱŀƳŀƴƛŀ ȊŀōŜȊǇƛŜŎȊŜƵ ƛ ǘȅƭŜȍ 
ǎǇƻǎƻōƽǿ ǳƴƛƪƴƛťŎƛŀ ǘŜƎƻ 
ȊŀƎǊƻȍŜƴƛŀΦ

ÅtƻƳƻŎƴŜ ǎŊ ǘŜȍ ŦǊŀƎƳŜƴǘȅ 
kodu z komentarzem:



Common
Weakness

Enumerations
czyli 

powszechne 
ōƱťŘȅ ǿ 

odniesieniu do 
brokenaccess

control

1. CWE-22 ImproperLimitationof a Pathnameto a Restricted
Directory ('PathTraversal')

2. CWE-23 RelativePathTraversal

3. CWE-35 PathTraversal: '.../...//'

4. CWE-59 ImproperLink Resolution BeforeFile Access ('Link 
Following')

5. CWE-200 Exposureof SensitiveInformation to an
UnauthorizedActor

6. CWE-201 Exposureof SensitiveInformation Through Sent
Data

7. CWE-219 Storage of File with SensitiveData Under Web 
Root

8. CWE-264 Permissions, Privileges, and Access Controls 
(shouldno longerbe used)

9. CWE-275 PermissionIssues

10. CWE-276 IncorrectDefaultPermissions

11. CWE-284 ImproperAccess Control

12. CWE-285 ImproperAuthorization

13. CWE-352 Cross-Site RequestForgery(CSRF)

14. CWE-359 Exposureof PrivatePersonal Information to an
UnauthorizedActor

15. CWE-377 InsecureTemporaryFile

16. CWE-402 Transmissionof PrivateResourcesinto a New 
Sphere ('Resource Leak')

17. CWE-425 Direct Request('ForcedBrowsing')

18. CWE-441 UnintendedProxy or Intermediary
('ConfusedDeputy')

19. CWE-497 Exposureof SensitiveSystem Information 
to anUnauthorizedControl Sphere

20. CWE-538 Insertionof SensitiveInformation into
Externally-AccessibleFile or Directory

21. CWE-540 Inclusionof SensitiveInformation in 
Source Code

22. CWE-548 Exposureof Information Through 
Directory Listing

23. CWE-552 Filesor DirectoriesAccessibleto External
Parties

24. CWE-566 AuthorizationBypass Through User-
ControlledSQL PrimaryKey

25. CWE-601 URL Redirectionto UntrustedSite ('Open 
Redirect')

26. CWE-639 AuthorizationBypass Through User-
ControlledKey

27. CWE-651 Exposureof WSDL File ContainingSensitive
Information

28. CWE-668 Exposureof Resource to WrongSphere

29. CWE-706 Useof Incorrectly-ResolvedNameor
Reference

30. CWE-862 Missing Authorization

31. CWE-863 IncorrectAuthorization

32. CWE-913 ImproperControl of Dynamically-Managed
CodeResources

33. CWE-922 InsecureStorage of SensitiveInformation

34. CWE-1275 SensitiveCookie with ImproperSameSite
Attribute



tǊȊȅƪƱŀŘΥ 
CWE-1275: 
Sensitive 
Cookie with 
Improper 
SameSite 
Attribute

ÅOpis

ÅThe SameSiteattribute for sensitivecookiesis
not set, or an insecurevalueisused.

ÅRozszerzony opis

ÅThe SameSiteattribute controls how cookiesare
sentfor cross-domainrequests. Thisattribute
mayhavethree values: 'Lax', 'Strict', or 'None'. If
the 'None' valueisused, a websitemaycreatea 
cross-domainPOST HTTP requestto another
website, and the browserautomaticallyadds
cookiesto this request. Thismayleadto Cross-
Site-Request-Forgery(CSRF) attacksif there are
no additionalprotectionsin place (suchas Anti-
CSRF tokens).



tǊȊȅƪƱŀŘΥ CWE-1275: Sensitive Cookie with Improper SameSite Attribute



нΦ .ƱťŘȅ ȊǿƛŊȊŀƴŜ 
Ȋ ƪǊȅǇǘƻƎǊŀŦƛŊ

ÅtǊȊȅƪƱŀŘƻǿƻΣ ŘŀƴŜ ƻǎƻōƻǿŜ 
ǇǊȊŜƪŀȊȅǿŀƴŜ ǎŊ ōŜȊ 
stosowania szyfrowania lub z 
wykorzystaniem 
ǇǊȊŜǎǘŀǊȊŀƱȅŎƘ ŀƭƎƻǊȅǘƳƽǿ

Åh²!{t ƻǇƛǎǳƧŜ мм ǎǇƻǎƻōƽǿ 
ƱŀƳŀƴƛŀ ȊŀōŜȊǇƛŜŎȊŜƵ ƛ мр 
ǎǇƻǎƻōƽǿ ǳƴƛƪƴƛťŎƛŀ ǘŜƎƻ 
ȊŀƎǊƻȍŜƴƛŀΦ

ÅtƻƳƻŎƴŜ ǎŊ ǘŜȍ ŦǊŀƎƳŜƴǘȅ 
ƻǇƛǎǳƧŊŎŜ ǘȅǇƻǿŜ ŀǘŀƪƛ



оΦ ²ǎǘǊȊȅƪƴƛťŎƛŀ 
ȊƱƻǏƭƛǿŜƎƻ ƪƻŘǳ

ÅtǊȊȅƪƱŀŘƻǿƻΣ ȊƱƻǏƭƛǿȅ ƪƻŘ WŀǾŀ{ŎǊƛǇǘ 
ƧŜǎǘ ǳǊǳŎƘŀƳƛŀƴȅ ǿ ǇǊȊŜƎƭŊŘŀǊŎŜ 
ǳȍȅǘƪƻǿƴƛƪŀΣ ƪǘƽǊȅ ǇƻȊǿŀƭŀ ƴŀ 
ƪǊŀŘȊƛŜȍ ǘƻȍǎŀƳƻǏŎƛ

Å Injection slides down to the third 
position. 94% of the applications 
were tested for some form of 
injection with a max incidence rate of 
19%, an average incidence rate of 
3%, and 274k occurrences. Notable 
Common Weakness Enumerations 
(CWEs) included areCWE-79: Cross-
site Scripting,CWE-89: SQL Injection, 
andCWE-73: External Control of File 
Name or Path.


