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2017 2021
A01:2017-Injection — = A01:2021-Broken Access Control
AD2:2017-Broken Authentication —hh_:,_ﬁi._._ﬁ—} AD2:2021-Cryptographic Failures
AD3:2017-5Sensitive Data Exposure —< = A03:2021-Injection
AD4:2017-XML External Entities (XXE) __,,f--}{ (New) A04:2021-Insecure Design
A05:2017-Broken Access Control -~ _'"_“*-_ ——= AD5:2021-Security Misconfiguration
A06:2017-Security Misconfiguration — Hﬂ A06:2021-Vulnerable and Outdated Components
AD7:2017-Cross-Site Scripting (XS5) » AD7:2021-Identification and Authentication Failures
AD8:2017-Insecure Deserialization - (New! ADB:2021-Software and Data Integrity Fallures
A09:2017-Using Components with Known Vulnerabilities -~ > A09:2021-Security Logging an

A10:2017-Insufficient Logging & Monitoring —_— (New) A10:2021-Server-5ide Requesi

* From the Survey
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Example Attack Scenarios

Scenario #1: The application uses unverified data in a SQL call that is accessing account

information:

pstmt.setString(1, request.getParameter("acct"));
ResultSet results = pstmt.executeQuery( );

An attacker simply modifies the browser's ‘acct’ parameter to send whatever account number

they want. If not correctly verified, the attacker can access any user's account.
https://example.com/app/accountInfo?acct=notmyacct

Scenario #2: An attacker simply forces browses to target URLs. Admin rights are required for

access to the admin page.

https://example.com/app/getappInfo
https://example.com/app/admin_getappInfo

If an unauthenticated user can access either page, it's a flaw. If a non-z

admin page, this is a flaw.
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10.

12.

=

14.

15.

=

17.

3.

6.

CWE22 ImproperLimitationof aPathnameto a Restricted

Directory (PathTraversd)
CWE23 RelativePathTraversal

CWE35 PathTraversal'.../.../I"

CWES9 ImproperLink ResolutioBeforeFile Access (‘Link

Followind)

CWE200 Exposureof Sensitivdnformation toan
UnauthorizedActor

CWE201 Exposureof Sensitivdnformation Througtsent

Data

CWE219 Storage of File witBensitiveData Under Web
Root

CWE264 PermissionsPrivilegesand Access Controls
(shouldnolongerbe used

CWE275Permissiorissues

CWE276 IncorrectDefaultPermissions
E284 ImproperAccess Control

CWE285 ImproperAuthorization

CWE352 CrossSiteRequest-orgery(CSRF)

CWE359 Exposureof PrivatePersonal Information tan
UnauthorizedActor

CWE377 InsecureTemporaryfile

CWE402 Transmissiomf PrivateResourcesnto a New
Sphere ('Resourdeeak)

CWE425 DirectRequest('ForcedBrowsing)

18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

28.
29.

30.
31.
32.

33.
34.

CWE441 UnintendedProxyor Intermediary
(‘Confusedeputy)

CWEA497 Exposuref SensitiveSystem Information
to an UnauthorizedControl Sphere

CWEb38Insertionof Sensitivdnformationinto
ExternallyAccessibléileor Directory

CWE540Inclusionof Sensitivdnformation in
SourceCode

CWEb48Exposureof Information Through
Directory Listing

CWEbB52Filesor DirectoriesAccessibléo External
Parties

CWES66 AuthorizationBypass Through User
ControlledSQLPrimaryKey

CWE601 URIRedirectionto UntrustedSite (‘Open
Redirecy)

CWE639 AuthorizationBypass Through User
ControlledKey

CWE651 Exposureof WSDL Fil€ontainingSensitive
Information

CWE668 Exposureof Resource t&VrongSphere

CWE706 Useof IncorrectlyResolvedNameor
Reference

CWEB62 MissingA

CodeResources
CWE922Insecure

CWE1275Sensiti
Attribute
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CWE127/5:
Sensitive
Cookie with
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Attribute

AOpis

ATheSameSitattribute for sensitivecookiesis
not set,or aninsecurevalueis used

ARozszerzony opis

ATheSameSitattribute controlshow cookiesare
sentfor crossdomainrequests Thisattribute
mayhavethree values 'Lax, 'Strict, or ‘None. If
the 'Noneé valueis used awebsitemaycreatea
crossdomainPOST HTTrBquestto another
website and thebrowserautomaticallyadds
cookiesto thisrequest Thismayleadto Cross
SiteRequestForgery(CSRRttacksif
no additionalprotectionsin place guc!
CSRFkokens. |

e
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¥ Demonstrative Examples

Example 1
In this example, a cookie is used to store a session ID for a client's interaction with a website. The snippet of code below establishes a new cookie to hold the sessionID.

Example Language: JavaScript

let sessionld = generateSessionId()
let cookieOptions = { domain: 'example.com’ }
response.cookie("sessionid’, sessionld, cookieOptions)

Since the sameSite attribute is not specified, the cookie will be sent to the website with each request made by the client. An attacker who can potentially perform CSRF attack by using the following malicious page:

Example Language: HTML
<html>

<form id=evil action="http://local:3002/setEmail” method="POST">
<input type="hidden" name="newEmail" value="abc@example.com" />
</form=>

<script>evil.submit()</script>

</html=

When the client visits this malicious web page, it submits a '/setEmail' POST HTTP request to the vulnerable website. Since the browser automatically appends the 'sessionid' cookie to the request, the website automatically
performs a 'setEmail' action on behalf of the client.

To mitigate the risk, use the sameSite attribute of the 'sessionid’' cookie set to 'Strict'.

Example Language: JavaScript
let sessionld = generateSessionld()

let cookieOptions = { domain: 'example.com’, sameSite: 'Strict' }
response.cookie('sessionid’, sessionld, cookieOptions

¥ Potential Mitigations

Phase: Implementation
Set the SameSite attribute of a sensitive cookie to 'Lax' or 'Strict'. This instructs the browser to apply this cookie only to same-domain requests, which provides a good Defense in Dep
the 'Lax' value is in use, cookies are also sent for top-level cross-domain navigation via HTTP GET, HEAD, OPTIONS, and TRACE methods, but not for other HTTP methods that are mor
state mutation.
Effectiveness: High
Note: While this mitigation is effective for protecting cookies from a browser's own scripting engine, third-party components or plugins may have their own engines that allow access to
able to use XMLHTTPResponse to read the headers directly and obtain the cookie.
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Example Attack Scenarios

Scenario #1: An application encrypts credit card numbers in a database using automatic
database encryption. However, this data is automatically decrypted when retrieved, allowing a

SQL injection flaw to retrieve credit card numbers in clear text.

Scenario #2: A site doesn't use or enforce TLS for all pages or supports weak encryption. An
attacker monitors network traffic (e.g., at an insecure wireless network), downgrades
connections from HTTPS to HTTP, intercepts requests, and steals the user's session cookie. The
attacker then replays this cookie and hijacks the user's (authenticated) session, accessing or
modifying the user's private data. Instead of the above they could alter all transported data, e.g.,

the recipient of a money transfer.

Scenario #3: The password database uses unsalted or simple hashes to store everyone's
passwords. A file upload flaw allows an attacker to retrieve the password database. All the
unsalted hashes can be exposed with a rainbow table of pre-calculated hashes. Hashes

generated by simple or fast hash functions may be cracked by GPUs, even if they were salted.
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A Injection slides down to the third
position. 94% of the applications
were tested for some form of
injection with a max incidence rate of
19%, an average incidence rate of
3%, and 274k occurrences. Notable
Common Weakness Enumerations
(CWESs) included af@WE79: Cross
site ScriptingCWE89: SQL Injection,
and CWE73: External Control of File
Name or Path.




