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Methods, techniques and tools for identifying GIS resources for the purposes of measuring

security, quality and

risk

This work is an attempt to develop and characterize the instruments and approaches to the problem of identification, protection and
quality of information processed in GIS class systems. One of the issues that causes the most problems in the process of identifying GIS
resources for the purposes of measuring security, quality and risk is the proper selection of methods, techniques and tools for collecting
and processing various types of data in relation to these resources. In the process of identifying GIS resources, there is no "reserved" list
of research methods and techniques only for it. It uses all - quantitative, qualitative and mixed - approaches and methods used in
different studies. When designing the appropriate set of methods, techniques and tools in the GIS asset identification process, you
should also remember to collect only the data that is really necessary. The proposed methods, techniques and tools taking into account
all the features, properties and determinants of GIS resources necessary to measure their safety, quality and risk. A set of tools for
identifying GIS resources has been proposed, the implementation of which will significantly contribute to increasing the level of
security, reliability and quality of these resources. The proposed elements of the set, justified theoretically, can be improved, and the set
extended with other elements of the security policy. Far-reaching flexibility in the selection of methods, techniques and tools for
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Criteria
A set of criteria that can be used to estimate the potential
consequences of losing the basic utility attributes of a
resource, e.g. confidentiality, integrity, availability, non-
repudiation, accountability, authenticity or reliability
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The process of identifying

and evaluating GIS
resources

E1. Establishing the
context

E2. Identification of GIS
resources

E3. Collection, archiving,
analysis and presentation
of data

E4. Resource valuation
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Result
List of assets and their values with regard to
disclosure (preservation of confidentiality),
modification (ensuring integrity, authenticity,
non-repudiation and accountability),
unavailability and destruction (maintaining
availability and reliability), and replacement

ES. Protection of GIS
information packages

costs
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GIS Resource Directory

Dependence Assessing the effects

(the effect can be direct or indirect)

= Basic assets

Protection / security system

*  Support assets

identifying GIS resources is postulated.

(a collection of technical and

|____organizational security measures) |

The process of identifying and evaluating GIS resources for the purpose of measuring security, quality and risk

Methodology of measuring the security, quality or risk status of the GIS information resource

1. ESTABLISHMENT OF A RESEARCH TEAM
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2. ESTABLISHING A CONTEXT
Identification of factors related to the measurement of the
security status, quality or risk of GIS resources
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3. CARRYING OUT THE PROCESS OF IDENTIFICATION OF GIS
RESOURCES FOR THE MEASUREMENT OF SECURITY, QUALITY
AND RISK
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4. CHOICE / ESTABLISHMENT OF GIS RESOURCE
Selection of the GIS resource againstwhich the
measurement will be carried out
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5.GISRESOURCE ATTRIBUTE
Selection of a subset of parameters / attributes on the basis
of which the quality, safety or risk measurement will be
carried out
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6. CATEGORY OF THE MEASUREMENT SYSTEM
Identify the measurement system category that best fits the
selected quality, safety or risk indicator

11. EVALUATION
Assessment of the usefulness [safety, quality or risk] of a
GlSresource

10. DECISION
Have all required GIS
resources been considered

9. ANALYSIS : :

Analysis of the results of the measurement of the level /
condition of safety, quality or risk of a GIS resource
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8. MEASUREMENT
Analysis of methods, techniques and tools for data
collection and measurement of GIS resource utility
features, and then the level / status of security, quality or
risk
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7. MEASUREMENT SYSTEM FOR THE INDICATOR
Determining the desired approach and adjusting the
measurement system to the selected indicator
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